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A Practical
Approach to
Network
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INTRODUCTION TO
NETWORK SNIFFING

= Network sniffing is a process to sniff the network traffic in
real-time.

= |t works by capturing and analyzing packets of data that
flow through a particular network.

= Figure 1 shows the process of network sniffing where data
is travelling through a network in the form of packets. The
sniffer intercepts the network traffic and captures the raw
data packets.

= The captured data packet is analyzed by the packet sniffing
software and presented to the network administrators.

Figure 1: Process of network sniffing




CAIN AND ABEL TOOL

The Cain and Abel tool [1] is a password recovery and
network sniffing tool which is freely available for Windows
operating system.

This tool is useful for network administrators, teachers,
security consultants/professionals, forensic staff, security
software vendors, professional penetration tester and
everyone else that plans to use it for ethical reasons.

This tool contains features such as Arp Poison Routing
(APR) which enables sniffing on switched LANs and
wireless network.

The sniffer can also analyze protocols such as HTTP, SSH-1
and HTTPS and contains filters to capture credentials from
a wide range of authentication mechanisms.

Figure 2: Cain & Abel tool




NETWORK SNIFFING WITH

CAIN AND ABEL TOOL

Before downloading and installing Cain & abel tool, it is

advised to turn off the Windows firewall and anti-virus tool.

The network sniffing can be performed with Cain and abel

tool with following steps:

Step 1: Search for Cain & Abel in a searching engine and

download the tool as shown in Figure 3 and Figure 4

respectively.

Google

cain and abel tool download X

Q Al [ Videos [E) Images [E News < Shopping i More Settings

A

About 3,79,000 results (0.45 seconds)

www.filehorse.com » Firewalls and Security -

Cain & Abel Download (2020 Latest) for Windows 10, 8, 7

Aug 22, 2019 - Download Cain & Abel for Windows PC from FileHorse. 100% Safe and Secure
" Free Download (32-bit/54-bit) Latest Version 2020.

Rating: 8.1/10 - 55 votes - Free - Windows - Security

cain_abel en. downloadastro.com

Cain & Abel - latest version 2019 free download

Cain & Abel 0.1733912037037037 free download. Get new version of Cain & Abel. A
Multipurpose password recovery and security tool for all Microsoft OS ..

You've visited this page 2 times. Last visit: 17/9/19

L Q

Tools

softfamous.com » ... » Password Recovery -

Cain & Abel Download Free for Windows 10, 7, 8 (64 bit / 32 bit)

Jan 23, 2019 - Download Cain & Abel (2020) for Windows PC from SoftFamous. 100% Safe

Land Secure Free Downioad (64.it) 32,011

Figure 3: Search Cain and abel tool




c ﬂl softfamous.com/cain-abel/ I

# Home » Windows » Security » Passwords / Encryption » Password Recovery »
Cain & Abel

B Cain & Abel

Free Download _
U virusTotal

786 MB ‘

Figure 4. Download Cain and abel tool

Step 2: Download WinPcap for Windows operating system.
Figure 5 shows WinPcap for Windows 10 operating system
and Figure 6 shows WinPcap for rest of the versions of
Windows operating system.




win10pcap.crg

New WinPcap-based packet capture library for

. Windows 10, 8 and 7. Compatible with NDIS 6.x E}/ DG.‘}!’LJU Nobaori
WI n 1 0 Pca p driver model. Supports IEEE802.1Q VLAN tags. Jniversity of Tsukuba, Japan

Overview Download How to use Source code SDK License Japanese

Win10Pcap: WinPcap for Windows 10 (NDIS 6.x driver model)

in10Pcap is a new WinPcap-based Ethernet packet capture library. B o i i i
nlike original WinPcap, Win10Pcap is compatible with NDIS &.x driver model to work stably
iith Windows 10. Win10Pcap also supperts capturing IEEES02.1Q VLAN tags.

in10Pcap has the binary-compatibility with the original WinPcap DLLs. You can run

ireshark or other WinPcap-compatible applications with Win10Pcap by simply installing
in10Pcap DLLs, instead of original WinPcap.

cience of University of Tsukuba, Japan. The many parts of Win10Pcap was from WinPcap.

» How to use

in10Pcap is written as a personal project by Daiyuu MNoberi, a Ph.D student of Computer l

Prefiu: Cutush

» Source code ¥

b SDK -

Figure 5: Download WinPcap for Windows 10 operating system

winpcap.org/install/

| WiFi Capture Adapter for Windows

WinPcap Has Ceased Development
The WinPcap project has ceased development and WinPcap and WinDump are no longer maintained. We recommend using Npcap instead.

If you do insist upon using WinPcap, be aware that its installer was built with an old version of NSIS and as a result is vulnerable to DLL hijacking
The last official WinPcap release was 4.1.3
For the list of changes, refer to the changelog.
I Version 4.1.3 Installer for Windows I
Drnver +0LLs

rupwmd platforms:

* Windows NT4/2000
« Windows XP/2003/Vista/2008/\Win7/2008R2Win8 (x86 and x64)

MD5 Checksum: a11a2i0cie6d0b4c50945989db6360cd
SHA1 Checksum: e2516fcd1573e70334c8i50bee524 1cdfdf48a00

This executable file installs WinPcap on your machine.

Figure 6: Download WinPcap for Windows NT/XP/..../\Win8 operating system




Step 3: Figure 7 shows icon of Cain & Abel tool on Desktop of
Windows operating system after installation.
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Figure 7: Cain & Abel tool on Windows operating system

Step 4: Double click on this icon to open Cain & Abel tool as
shown in Figure 8.
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SHOHMBERD |+ B L DE
& Decoders |i§ Metwork Mli? Sniffer |@f’ Cracker |@ Traceroute |M ccpu |[(.E'f] Wireless |%j Query |

(.E% Cached Passwords

ﬁ’ Protected Storage Press the + button on the toclbar te dump the Protected 5torage
..... ﬁ LSA Secrets

-2 Wireless Passwords

a IE 7/8/9 Passwords

l"_:;] Windows Mail Passwords
@ Dialup Passwords

o= Edit Boxes

----- “h Enterprise Manager

..... @ Credential Manager
-JE] Windows Vault

Figure 8: Opening Cain & Abel tool

Step 5: Click the sniffer tab and press “configure” to open
configuration dialog. Select an adapter from the
configuration dialog box and click “ok” as shown in Figure 9.
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SHORBRT +9/2LumBREE0%9 07 1

‘@, Decoders |§ Netwark Mﬂ Sniffer |(e_=JJ‘1 Cracker |@ Traceroute |M Ccoy M’J Wireless |$) Query |

—____  ce=nooe n

Challenge Spodfing I Filters and ports I HTTP Fields }
Traceroute I Certficate Spoofing I Cerficates Collector 1
Sniffer | APR (Ap Foison Roing) | APRSSLOpions |

Adapter P address Subnet Mask
E""E?‘\Dewim\hll’F_l.l\BEECI!]... 172164076 25525500

{ >
Winpcap Version

4.1.0.2980

Cument Network Adapter
\Devics\NPF_{ABEE0S01-0079-43E8-BB72-115B33CE 774}

WARNING !!! Only ethemet adapters supported

Options
[~ Start Snifferonstatup [ Dont use Promiscuous mode
[ Stat APR on startup

0K | Cancel ‘ | Help ‘

Figure 9: Opening configuration dialog to select the router

Step 6: Turn on the sniffer and click the “+”icon to select all
host in the subnet or give a range of IP address. Click “ok” as
shown in Figure 10.
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ain

IHOLEREE +y BEVMERE0EE @7 0

|@> Decoders |§ Network mﬂ Sniffer |(af Cracker |@ Traceroute |M cooy 14" wi
IP address | MAC address | QUIfingerprint | Host name | M3 | A

17216209 DO2S64CEFABE  Dellnc, Tage

1206552 MITEBATENA  Dellinc PCBA Test

172165520 MITEBATEEE  Delllnc PCBA Test (¢ Al ot n my subet
17216555 JITEBATESDE  DellInc PCBA Test " Range

17216558 JITEBATED24  DellInc PCBA Test Fiam

17216559 JTTEBABT28  DellInc PCBA Test R
172165512 MITEBATEIFS  Dellinc PCBA Test

12065513 MITEBATESAS  Dellinc PCBA Test T

172165566 4ITEBATASEE  Delllnc PCBA Test ™ E &
2068015 COSGACEFFS  Delllnc,

172168049 D4BED9M302C  Delllnc

12168058 2CMFDISA08  Hewlett Packard Pramiscuaus Mads Seamer
72168084 9890959C0DAT ™ ARP Test (Broadoast 31-bi)
172168085 93905ABAT18 [~ ARP Test (Broadcast 1541
68065  WB1ICHDMD  Delllnc, [~ ARP Test (Broadoast S41)
172.16.80.70 (DBCFAADCORD  Inventec Corporation [ ARP Test (Group bi)
172.16.80.99 2CAJFDZS080C  Hewlett Packard [~ LA Test (Multicast group 0
172165019 732BCBA3SAYT  Delllne ™ ARP Test (Mulficast qiaup 1)
206502 DABED9RCESSC  Delllnc [~ AR Test (Muicast qraup 3
172165023 DABEDORCEEBL  Delllnc I AlTests

65021 7RBCBMTS  Delllnc

165035 002198092145 Delllnc o Cancel
2065029 DABEDBZFAS  Delllnc -
172165011 002511C08210  ELITEGROUP COMPUTER SY.. )
2065050 9890954BSDAD

172165036 98909591483 .
17116 G0 RD NOAMNEADAYD

|Q Hosts |@APR |$ Routing w% Passwards |& VolP ‘

Figure 10: MAC address scanner

Step 7: Select the IP address of target host (172.16.55.9)
from the list of hosts as shown in Figure 11.
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File View Configure Tools Help
G HBHD +9 8 LUMEEEOYE 0901
|@ Decoders |§ Netwark Mﬁ Sniffer |@/? Cracker |@ Traceroute uﬂl CCoy |[cf]u] Wireless |ED Query ‘

P address | MAC address | QU fingerprint | Host name | B.. | B.. | B& ‘ Gr | MO | M1 | M3 ‘ A
17216209 (02564C6FABE  DellInc.

17216552 JAITEBATETIA  Dell Inc PCBA Test
172165520 JITEBATEIEE  Dell Inc PCBA Test
17216555 JA1TEBATESDE  Dell Inc PCBA Test
17216558 JMITEBATEDZ  Dell Inc PCBA Test
(17216559 | 417EBAGRI28 | DellincPCBATest || | | | | | | |
172165512 JMITEBATEIFS  Dell Inc PCBA Test
172163513 JA1TEBATESAS  Dell Inc PCBA Test
172.16.55.68 MITEBATA36E  Dell Inc PCBA Test
172168013 D02564C6FFA3  DellInc.

172168049 D4BED9M4302C  Delline

172.16.80.54 JCMFD234398  Hewlett Packard

17216804 G300960C0DAT

172.16.80.85 520096ABE118

172.16.80.63 S0B1C94084D  Delllnc.

172.1680.10 0BCFAADCORD  Inventec Corporation
172168099 2CAFD23080C  Hewlett Packard

172.1650.19 TAIBCBA3SAOT  Dellinc

17216502 D4BED9ACESSC  Delline

172.1650.3 D4BEDSACEEBY  Dellinc

172165011 TA2BCBA34ATS  Delline

172165025 002198092745 Dellinc

172165029 DABED9O44FAT  Delline

172.1650.11 002511C08210  ELITEGROUP COMPUTER 5Y...
172165050 G30096AB3DAD

172165056 52009691483

1711880 RD NOAMIRADATCD
‘Q Hosts |@ APR |$ Routing |@}% Passwords |ﬁ VolP ‘

Lost packets: 0%

Figure 11: Selecting a target

Step 8: Select APR tab and perform ARP route poisoning to
poison the route and sniff the network packets. Select the IP
address of router on left side of the table and IP address of
the target host (or we can select all IP addresses) on the right
side of the table as shown in Figure 12 and Figure 13
respectively.
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Cancel

v
B BEE
JHOHBEE 4V ¥ AUDEESOED 071
|@ Decoders |§ Metwork M‘ﬂ Sniffer |@f Cracker |@ Traceroute |M ccoy |[(2}°] Wireless |a) Query |
in! APR "
-[=] APR-Cert [4)
[ ]
i APR-DNS WARNING Il
- B APR-SSH10) APR enables vou ta hijack 1P traffic between the selected host on the lef ist and all selected hosts on the right st in bath
é APR-HTTRS (0) directions. If a selected host has routing capabiliies 'WAN braffic wil be intercepted a5 well Please note that since your
; é APR-ProxyHTTPS () maching has nat the same performance of & router you could cause DoS if you set APR between your Defaul Gateway and
all other hosts on your LAN.
-8 ApR-ROP (1)
- APR-FTPS (0)
- APR-POPIS (D)
é APR-IMAPS (1) P address MAC Hostname A | |P address MAC Hostname ~~ #
-5y APR-LDAPS () TORME G0RTICHDAIT 20 ICEMGTIT
- é APR-SIPS () 3890963C0F 83 17216204204 BCFP37BITSED
A003C10CHDT 1721BR510 MITEBATERZD
1843057 344F8 17218201182 AOF(PFRADZCT
JO4BE 1632850 1721620038 ad1TIIESFARD
1721201166 904A%A0B4CA3
AOC1EEEA4B2E 172162013 BACEFETACADE
TOEVD1560570 1721620049 DOSM553FEAF
A0C1BERRAZTC 1721620097 904CERIRFADY v
B0 343254020 YoOITLBN0ET ACEDIDBZ9EH v
4 > 4 >

@ Configuration / Routed Packets |

L4 > I

‘Q Hosts |@ APR |$ Routing |% Passwords |& VolP |

Lost packets: 0%

Figure 12: ARP route poisoning
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B e —
D = [E8]=]

I eRBERE +v B EIDEEE0UE |67 1
|@> Decoders |Q Netwark M‘ﬂ Sniffer |@4 Cracker |@ Traceroute |Iﬂ| CCou Ffj‘ﬂ Wireless &) Query |

o' APR ”
-[Z] APR-Cert (4)
-, APR-DNS WARNING I
- B APR-ESHA (] APR enables you ta hijack P haffic between the selected host on the left list and all selected hosts on the right list in bath
é APR-HTTRS (0) diections. If a selected host has routing capabiltiss WAN traffic wil be intercepted as well Please note that since your
) APR-ProxyHTTPS (1) maching has not the same perfomnance of a router you could cause Da5 if you set APR between your Default Gateway and
all other hosts on your LAN.
-8 APR-RDP (1)
-5 APR-FTPS (0)
-5 APR-POP3S ()
-3 APRANAPS (1) P addhess | MAC | Huogtname MAC ‘ Hostrame A
-5 APRLDAPS ) 72163859 SB1ICHDEY
-5 APR-SPS (0) 2163024 9A90963C0Fa3
17216025 ANDACI0C2107
1721602 1R49057 344F0
1721603 9R4BE15328R0
1721601 ZRBAICTABAM
1721607 A0C1BEES4R2A
17216014 TREYD1RR05TN
17216013 A0C1BEERIITC v
172160450 [CRD38354D 25
{
a 5 @  Confiquration / Routed Packets |
I

‘Q Hosts |@ APR |'§’ Routing |% Passwords |@ VolP ‘

Lost packets: 0%

Figure 13: Selecting IP address of router and target host

Step 9: As shown in Figure 14, the IP address of the target
host (172.16.55.9) is displayed with the IP address of the
router (172.16.0.1)
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File View Configure Tools Help
JHenERE +v HLYMEBRE20¥N|07 1

|@ Decoders |§ Metwark Mﬂ Sniffer |(af Cracker |@ Traceroute |M Ccou |"2]'J] Wireless |ED Query |

i APR Status | P address | MAC address ‘ Packets -> ‘ <- Packets ‘ MAC address | P address A
APR-Cert (4) e 1721601 BOAICOARDT 0 0 (0ZSGACERABE 17216209
~a, APR-DNS &Id\e 1721601 BBAIC0A4M1 0 0 MITEBATETSA  17216.55.22
- [ APR-55H-1(0) &Id\e 1721601 BBAIC0A4M1 0 0 MITEBATETEE  172.16.55.20
-5 APRHTTPS () &Id\e 172.160.1 2BBATC0AB40T 0 0 MTEBATESDE 17216555
-8 APR-prowyHTTPS (0) | P S S N V=T AT
-8 ApR-ROP (0) &Id\e 172160 208A7C0A8401 0 0 MITEBATEDY 17216558
&) APR-FTPS (1) &Id\e 172160.1 2B3ATCOAB40T 0 0 MITEBATESAS 172165503
) APR-POP3S (D) &Id\e 1721601 JBBATC0ABNT 0 0 MITEBATEIFS 172165512
) APR-IMAPS (0) &Id\e 172.160.1 283ATC0AB401 0 0 MITEBATASEE 172165566
é APR-LDAPS (0) &Id\e 1721601 2BBATC0AB40T O 0 D0256CEFFA3  172.16.80.15
5 APRSPS (0) &Id\e 172160, 2BBATC0ABN O 0 D4BEDOS4502C  172.16.80.49
&Id\e 1721601 2BBATC0ABAT 0 0 ACMFDIM50B  172.16.80.54
&Id\e 172160 208A7C0A8401 0 0 930096AB6118  172.16.80.83
&Id\e 1721601 203A1C0A400 0 0 9300060C0DAT 172168084
&Id\e 1721601 BBAIC0A4M1 0 0 90B11CO4DB4D  172.16.80.65
&Id\e 1721601 BBAIC0A4M1 0 0 ODACFAADCOFD  172.16.80.70
lde 172.160.1 2BBATC0AB40T 0 0 2CMFDIS080C  172.16.80.99 v
Status P address MAC address ‘ Packets -> ‘ <- Packets ‘ MAC address | IP address
a 5 @ Confiquration / Routed Packets |

‘Q Hosts |® APR |$ Routing |% Passwords |ﬁ VolP ‘

Lost packets: 0%

Figure 14: Idle status

Step 10: Now open an HTTP website on the target host
machine (172.16.55.9) and create an account on that website
as shown in Figure 15 and Figure 16 respectively.
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€& = C [ hackforumsnet/indexphp %0

Welcome to HackForums.net Current time: 10-26-2015, 04:44 AM

Home Upgrade Search Members Extras Wiki Help Follow Contact
Hello There, Guest! (Login —

Hack Forums

Hack Tech Code Game Groups Web GFX Market Money

Hack Forums Official Information

Forum Threads/Posts Last Post

Rules, Announcements, News, and Feedback 44,003 Server Move and Bugs
®  This is where site rules and important announcements about the site are made. Please read carefully before you join. Also you can leave us feedback or ask site questions here, 598,400 Today 04:39 AM

Moderated By: Mentors by Fourteen
Suggestions and Ideas HF News
Wiki Talk

Hack Forums Open Discussion

Forum Threads/Posts Last Post

i The Lounge 440,895 HF, what Anti-Virus do yo...
For great discussions on various subjects and to have some fun relaxed topics you can enter our Lounge. Read the rules in the forums as trolling, spamming, or flaming are not Today 04:43 AM
allowed. by bigwoo
Moderated By: Mentors

Sports World Tinychat, Join.me, Skype, and Other Chat Invites

o) Personal Life 47,509 1 woke up with this!
Our personal lfe topics sections are all under subforums of this category. 671,100 Today 04:44 AM
Education Nation Pet Peeve by Truth Hurts
Health Wise Vices
Bragging Rights

Figure 15: Open an HTTP website on target host
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Welcome to HackForums.net Current time: 10-26-2015, 05:07 AM

Home Upgrade Search Members Extras Wiki Help Follw Contact

Hello There, Guest! (Login — Register)

Hack Forums / Register

Registration
Account Details Account Preferences:
Usemame: Receive emails from the Administrators.
W Hide your email from other members.
g Recelve private messages from other users.
Corfim Passtrd: Alert me with a notice when [ receive a Private Message.
[ MNotify me by email when I receive a new Private Message.

[ Hide me from the Who's Onfine .

Defauft Thread Subscription Mode:

Do not subscribe v

Referrer:

If you were referred to these forums by another member you can enter their name below. If not, simply leave this . i
fild blank. Time Zone (DST correction excluded):

_ Ifyou live in a time zone which differs to what this board is set at, you can select it from the list below.
GNT 300 (0407 AM) ¥

Figure 16: Creating an account in the website

Step 11: Now start poisoning the route to sniff the network
packets by clicking the APR icon and the status will be
changed from “ldle” to “Poisoning” as shown in Figure 17
and Figure 18 respectively.
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File View Configure Tools Help
6 eHBED 44 8L UNEMER0YE 01 &
‘@, DecodersiStEftf'StDp APR| M? Sniffer |(af Cracker |@ Traceroute |M Ccou |£(Q]'J] Wireless |$} Query |
@ PR Status | P address | MAC address ‘ Packets -» | <- Packets | MAC address | P address A
- ' APR-Cert (4 b e 172160, BANCOAT 0 0 UOBELCERABE 17216209
3, APR-DNS e MI60]  2AICOAMD O 0 UTEBAERA 216552
EAPRSHAD | &g M0 2BBAICOABMD O 0 UTEBATEIEE 172155520
B APRHTIES ) || ke TG00 28AICOABMDT O 0 ITEBATESOB 17215555
- 4pr-progHTTPS 0) | S4TSR A oo Jo o |3uvessis | 17216559
@ APR-RDP (0) &ldle 172.160.1 288A1C0AB401 0 0 JATTEBATEO2 17216558
é APR-FTPS (0) &Ildle 17216.0.1 288A1C0A8401 0 0 JATTEBATESAS 1721653513
é APR-POP3S (1) &ldle 1721601 200A1C048401 0 0 BTTEBATETF  1721633.12
B erps(g | de 60 288AIC0AM00 O 0 UTEBATSSE 172165566
3 wRLOAS  [dhie 71600 23BAICOABDY O 0 D0SBACEFRSS 172168015
D msps A M0 2MC 0 0 DIBEDUSIAC 172168048
&ldle 1721601 200A1C048401 0 0 2CAIFD234398  17216.80.4
&ldle 172.160.1 288A1C0AB401 0 0 080096AB6118  172.16.80.85
&Ildle 17216.0.1 288A1C0A8401 0 0 9800969C0DAT  172.16.80.84
&ldle 1721601 200A1C048401 0 0 90B11CH4DB4D  17216.80.65
&ldle 1721601 200A1C048401 0 0 DOBCFAADCOFD  17216.80.70
hldle 1721601 288A1C0AB401 0 0 2CAAFD23080C  172.16.80.99 v
Status P address MAC address ‘ Packets -» | <- Packets | MAC address | IP address

{ b

@ Configuration / Routed Packets |

|Q Hosts |@ APR |$ Routing |3}% Passwords |@ VolP ‘

Lost packets: 0%

Figure 17: Before poisoning the route
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V% oHBED +9 % L EEER090 011
|@> Decoders |§ Netwark Wﬂ Sniffer |@/? Cracker |@ Traceroute |M Ccou M)} Wireless |E§) Query ‘

% APR Status | P address | MAC address | Packets -» | <- Packets | MAC address ‘ P address
- ' APR-Cert(2) | & piconing 1721601 2BAICOABDT O 0 IGIBIFSEE 172164021
iy APR-DNS & Poisoning 1721601 208071C0A01 0 0 00193BA34B30  172.1640.213
- f3 APR-55H-1(0) & Poisoning 1721601 208071C0A01 0 0 BB0A3SAADE  172.1640.212
-3 APR-HTTRS () &Poisoning 1721601 208AC0AMT 0 0 ACOFEEDBA124 1721640279
) APR-ProxyHTTPS (1) &Poisoning 1721601 20BA1C0ADT 0 0 00193B9F4548 1721640216
58 APR-RDP (0) & Poisoning  172.16.0.1 20BA1C0ABDT 0 0 C4ABIDASIEI0D 1721640221
é APR-FTPS (0) &Poisoning 1721601 20BA1C0ABDT 0 0 CACBBAINITIE 1721640199
) APR-POPIS () &Poisuning 1721601 28BATC0ABADY D 0 00193B9F4308  172.16.40.203
) APR-IMAPS (0) &Poisuning 1721601 ZBBATC0ABADY 0D 5613 00193BA34048  172.16.40.202
) APR-LDAPS (0) &Poisuning 1721601 ZBBATC0ABDY 0D 0 D0193BEE4CCD  172.16.40.200
) APR-SIPS () &Poisuning 1721601 JBBATC0ABDY 57 0 CBCBBA3N3ETE  172.16.40.200
i Poisoning 1721601 28BA1C0ADT 0 0 00193B9F4360  172.16.40.207
& Poisoning 1721601 208071C0A01 0 0 00193BEE4CCC  172.16.40.200
& Poisoning 1721601 208071C0A01 0 0 00193B9F4340  172.16.40.205
& Poisoning 1721601 20801C0AMT 0 0 00193B9F4388  172.16.40.204
& Poisoning  17216.0.1 20BA1C0ADT 0 0 10DDBIE2CAET  172.16.40.247
fhPoisoning 1721601 0BAIC0ADT 0 0 EB303530902F  172.16.40.245

Status P address MAC address | Packets -» | <- Packets | MAC address | IP address

a 5 @  Configuration / Routed Packets |

|Q Hosts |@APR H’ Routing |§}§ Passwords |& VolP ‘

Lost packets: 0%

Figure 18: After poisoning the route

Step 12: Select “HTTP” tab to check the username, password,
and URL captured after sniffing the network as shown in
Figure 19 and Figure 20 respectively.
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SRR 4 R BVDEBEaQUR 07 1
‘@, Decoders |§ Netwark Mﬂ Sniffer |(e_=JJ‘1 Cracker |@ Traceroute |M ccoy M’J Wireless |$) Query |
% Passwords A | Timestamp ‘ HTTP server | Client ‘ Username | Password ‘ URL UserField P A
BA02005-17:054 221116233 172163050 10380 12067 http://anlinelibrarywiley.com/doi/10.1002/gjoc. 201402766/ab..  an= 3
B/10/203-17:0544 3221116233 172163050 10380 12967 http://onlinelibrary.wiley.com/dai/10.1002/¢joc. 201402766/ab... ~ an= 3
BA02003-17:0545 221118233 172163050 10380 12067 http://anlinelibrarywiley.com/doi/10.1002/gjoc. 201402766/ab..  an= 3
10203170852 3221116233 172163050 10380 12967 http://onlinelibrary.wiley.com/dai/10.1002/¢joc. 201402766/ab... ~ an= 3
02013170855 3221118233 172163050 10380 12967 hittp://onlinelibrary.wiley.com/doi/10.1002/gjoc. 201402766/ab...  an= 3
B0/2003- 170856 5221116233 172163050 10380 12967 http://onlinelibrary.wiley.com/dai/10.1002/¢joc 201402766/ab... ~ an= 3
BA02005-170%36 3221118233 172163050 10380 12967 hittp://onlinelibrary.wiley.com/doi/10.1002/gjoc. 201402766/ab...  an= 3
— BA0/2013-17:0338 5221118233 172163050 10380 12067 http://anlinelibrarywiley.com/doi/10.1002/gjoc. 201402766/ab..  an= 3
- e ) B0 TR 216233 TRIEN0S 1030 12067 http://onlinelibrarywiley.com/doif10.1002/gjoc 201402766/ab.. an= 3
-G0S ) 02003170604 5221118233 172163050 10380 12067 http://anlinelibrarywiley.com/doi/10.1002/gjoc. 201402766/ab..  an= 3
-y ™0 B/10/2013-17:06:10 3221116233 172163050 10380 12967 http://onlinelibrary.wiley.com/dai/10.1002/¢joc. 201402766/ab...  an= 3
TP () 02013170627 5221118233 172163050 10380 12967 http://anlinelibrary.wiley.com/doi/10.1002/gjoc.201402766/ab..  an= 3
@ NNTP (0) H/102015-17:0048 101011208 17236559 shweta Hacking123 http://hackforums.net/member.php usemarmes= p
DCE/RRC (1) B102015-17.0848 1010218 17216539 shweta Ha(k?nng http://hackforums.net/ member.php UsEmMmames= p
fi‘j MSKerbS-Preutt 10205- 170040 01208 17236559 shweta Hack?ngm http://hackferums.net/member,php UsEMmames p
) B102015-170850 4010218 17216539 shweta Hacking123 http://hackforums.net/ member.php UsEmMmames= p
Braduses () gons. s w009 265 shueta Heckingl2  hip:/fhackforumsnet/member.php wemames  p
-8 RadusUsers () |gg00ns- 170955 ATAZBIT TR0 1648 12067 hitp:/onlinelibrary.viley. com;doif 10.1002/gjoc 201402766/ab.. an= 3
-Fican BA02003-17:0956 7422537 172163050 16433 12067 http://anlinelibrarywiley.com/doi/10.1002/gjoc. 201402766/ab..  an= 3
-5 IKE-PSK (0) HB02015-170057 1010208 17236559 shweta Hacking123 http://hackforums.net/member.php usemarmes= p
- MysaL B0/2013-17:0958  M17422537 172163050 16433 12967 hittp://onlinelibrary.wiley.com/doi/10.1002/gjoc. 201402766/ab...  an= 3
) SNMP 35 B/10/2013-17:10:08 3417422537 172163050 16433 12967 http://onlinelibrary.wiley.com/dai/10.1002/¢joc. 201402766/ab... ~ an= 3
SR ) BA02005-171014 7422537 172163050 16433 12967 hittp://onlinelibrary.wiley.com/doi/10.1002/gjoc. 201402766/ab...  an= l,
WANIME_ATANIT  SAATADIRIT  ATIHRENEN 14422 17087 httru {mmlinclibeang wilers o {dni 40 100 /ine MMANTRRZR  an- a
<2 GRE/PPP(0) < ]
v
(---@ PPRoE (0) . @ Hrre

|Q Hosts |@APR H’ Routing |% Passwords |ﬁ VolP |

Lost packets: 0%

Figure 19: Selecting HTTP tab
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a
=o
— File View Configure Tools Help
IO HBREE +V RRVDBREEOYE 67 0
|& Decoders |§ Netwaork Nﬂ Sniffer |(af Cracker |@ Traceroute |M Ccoy W}'“ Wireless |$} Query |
% Passwords A | Timestamp | HTTP server | Client ‘ Username | Password | URL UserField P A
ﬁ FTP () 26/10/205-17:05:44 5221116233 172165050 10380 12967 http://onlinlibrary.wiley.com/dai/10.1002/¢joc.201402766/ab...  an= 3
@ HTTP (25) 0205- 10054 N6 172165050 10380 12967 hittp:/ onlinelibrarywiley.com/doi/10.1002/gjoc.201402766/ab..  an= 3
-2 IMAP (0) 26/10/2003-170545 22116233 172163050 10380 12967 http://onlinelibrary.wiley.com/doi/10.1002/gjoc.201402766/ab...  an= 3
-F AP () ZA02M5-1R0852 R2AN6233 172165050 10380 12967 hittp:/onlinelibrary.wiley.com/doi/10.1002/gjoc.201402766/ab..  an= 3
- ror3 () 26/10/2013-17:0%35 22118233 172163050 10380 12967 http://onlinelibrary.wiley.com/doi/1 D.]DDZ&'EJ:DC 201402766/ab...  an= 3
b SMB () 10/2015- 17085 R221M6233 172365050 10380 12067 hittp://onlinelibrary.wiley.com/dai/1 D.wDEfEJ.DC 201402766/ab... an= 3
26/10/2013-170%36 221118233 172163050 10380 12967 http://onlinelibrary.wiley.com/doi/10.1002/gjoc.201402766/ab...  &n= 3
- Telnet 0 26/10/2013-17:0838 221116233 172163050 10380 12967 http://onlinelibrary.wiley.com/doi/10.1002/¢joc.201402766/ab...  an= 3
YNC(0) 0205- 100802 R22AM6233 172165050 10380 12967 hittp:/ onlinelibrarywiley.com/doi/10.1002/gjoc.201402766/ab..  an= 3
-3 08 0) 26/10/2003- 170604 22118233 172163050 10380 12967 http://onlinglibrary.wiley.com/doi/10.1002/¢joc.201402766/ab...  an= 3
-Eh TS () 26/10/2013- 170810 221118233 172163050 10380 12967 http:/onlinelibrary.wiley.com/dai/10.1002/gjoc.201402766/ab...  an= a\
@ SMTP (0) 26/10/2013 - 17:06:27 52 21,116.233 WZWESD 30 10380 12967 http://onlinelibrary.wiley.com/doi/10.1002/gjoc.201402766/ab..
TP ) P S [ [ e e =S
DCE/RRC 1) 261072015 - 170948 141 101 121 9 17216 559 shweta Hacking123 http://hackforums.net/member.php USEMames= p
@ MSKerb-Preuth 2A02015-17:0040 10010208 17236559 shweta Hacking123 hittp://hackforums.net/member.php Usemarmes= p
; H0205-170%50 14010208 17216559 shweta Hacking123 http://hackforums.net/member.php USEMames= p
BReduskes ) | opngas. moes w0028 6B shueta HackinglZ3  hitpy//hackforums.net/member pho wemzmes  p
-0 Raduslsers 0 |og0omis- 170855 ST TGS 1643 12067 hitp://onlinelibraryviley.com/doif10.1002/gjoc 201402766/2b...  an= 3
o 26/10/2013- 170856 MIT422537 172163050 16433 12967 http://onlinelibrary.wiley.com/doi/10.1002/gjoc.201402766/ab...  an= 3
-85 KE-PSK (0) A02N5- 100857 40018 17236559 shweta Hacking123 http://hackforums.net/member.php UsEMmames p
% MySQL (0) 26/10/2013-17:0938  MIA22537 172163050 16433 12967 http//onlinelibrary.wiley.com/doi/10.1002/gjoc.201402766/ab...  &n= 3
Q SNMP (35) 0205- 17008 3417422537 172765050 16433 12067 http://onlinelibrary.wiley.com/doi/10.1002/gjoc.201402766/ab... ~ an= 3
AP0 /102013171004 AIA22537 172163050 16433 12967 http//onlinelibrary.wiley.com/doi/10.1002/gjoc.201402766/ab...  &n= 3
WANIME_174AIT  BA1TAIIRIT  TIHRENEN 1812 12087 bt Tnlimalivrary wiless me i A0 10 feine INANITRRIsh  2ne a
<2 GRE/PPP (1) < >
@ PPPaE (0) v @ HTTP
Husts |@ APR ‘{' Routing |% Passwords |& VolP |
Lost packets: 0%

Figure 20: Captured username and password on host machine

Step 13: Now login the website with captured username and
password on your host machine as shown in Figure 21 and
Figure 22 respectively.
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= 2 @ [ hackforumsnet/member phoZaction=login W @

Welcome to HackForums.net Current time: 10-26-2015, 05:43 AM

Home Upgrade Search Members Extras Wiki Help Follow Contact
Hello There, Guest! (Login — Register)

Hack Forums / Login

Login

Username/ Email

Password:

. N (L0t your passiord?
Please note that passwords are case sensitive, (ostyour p )

sauh [
Enter your 2-factor authentication code. Ianare this field i you have it disabled. el

Remember me

Login

Contact Us | Hack Forums | Lite (Archive) Mode | Staff | Awards | Legal Polices | Top

Figure 21: Typing the captured username and password
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€ = C [ hacklorumsnet/indexphp w0

Welcome to HackForums.net Current time: 10-26-2015, 04:53 AM

y

Home Upgrade Search Members Extras Wiki Help Follow Contact

Welcome back, shweta. You [ast visited: Today, 03:44 AM (User CP — Log Out)
View New Posts | Your Threads | Your Posts | Private Messages (Unread 1, Total 1) Open Buddy List

Hack Forums

Hack Tech Code Game Groups Web GFX Market Money
Hack Forums Official Information
Forum Threads/Posts Last Post

Rules, Announcements, News, and Feedback
®  Thisis where site rules and important announcements about the site are made. Please read carefully before you join. Also you can leave us feedback or ask site questions here,
Moderated By: Mentors
Suggestions and Ideas HF News
1 Wiki Talk

Hack Forums Open Discussion
Forum Threads/Posts Last Post

¥ The Lounge
For great discussions on various subjects and to have some fun relaxed topics you can enter our Lounge. Read the rules in the forums as trolling, spamming, or flaming are not allowed.
Moderated By: Mentors
Sports World Tinychat, Join.me, Skype, and Other Chat Invites

o) Personal Life
Qur personal ifs topics sections are all under subforums of this category.
Innuendo Education Nation

Figure 22: Successfully authenticated

COUNTERMEASURES

The following countermeasures must be followed to prevent
sniffing of usernames and passwords:

= Use HTTPS websites: Always make account on HTTPS
website. In HTTPS, ‘S’ stands for security which implies the
passwords are stored in encrypted form.

= Don’t make accounts in HTTP websites: The passwords
stored in HTTP websites are in plain text and are not
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encrypted. That’s why they are easily readable by the
hackers.

Wrong Policy: While developing a website, an error
message of wrong username should not be displayed as
“incorrect username” as shown in Figure 23 because
hackers can get an idea that the password is correct while
the user name is incorrect. Similarly, an error message of
wrong password should not be displayed as “incorrect
password” as shown in Figure 24 and Figure 25 because
hackers can get an idea that the password is incorrect
while the username is correct.

Correct policy: The correct policy of showing an error
message is- “incorrect username or password” as shown in
Figure 25. This will increase the permutation and
combination computations of hackers because they need
to spend more time to get the username and password.
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Sorry, we couldn't find an account with that username. Gan
we help you recover your username?

‘ Usemname |freddie@example.com I forgot

(] show |forgot

m ke

Don't have an account? Sign Up

Figure 23: Wrong policy-I

o

Pots- Eaps Sopel A

Logn

Loxy In With Facabool, Googhe+, or Microsoft Live

Figure 24: Wrong policy-11

&%
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researchgate.net/legin
ResearchGate

Figure 25: Wrong policy-IlII

The user name or password is incorrect

Member Login

E-Mail Address or £ login
Username

Password I £ weesnsd |

Remember my password? U

Figure 25: Correct policy
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